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	MICROSOFT EXCHANGE HOSTED SERVICES FOR SEC AND 

NASD MESSAGING COMPLIANCE

	The Securities and Exchange Act of 1934 was designed to protect investors from fraudulent and misleading claims in the financial services industry. Enforced by the Securities and Exchange Commission (SEC), the act includes requirements for the retention of business records for the purposes of reviewing and auditing transactions. In 1997, the SEC amended rule 17a-4 to apply to electronic records storage, including e-mail and instant messages. All who deal in securities trading, including broker/dealers, investment banks, and stock brokerages, are subject to SEC regulations.

In its rules 3010 and 3110, the National Association of Securities Dealers (now known only as NASD) requires that its members “make and preserve books, accounts, records, memoranda, and correspondence in conformity with all applicable laws, rules, regulations, and statements of policy promulgated thereunder and with the Rules of this Association and as prescribed by SEC Rule 17a-3.” 

The record keeping format, medium, and retention period shall comply with SEC Rule 17a-4.” Other provisions of this rule require that each member maintain a record of written complaints from customers or their representatives, and that all records maintained under this rule are subject to the time and accessibility requirements specified under SEC Rule 17a-4(b).

Enforcement for 17a-4 is handled by the SEC. NASD rules are enforced by NASD. Violations of these rules carry stiff penalties. In 2002, the SEC fined five large brokerage firms over $8 million. In 2004, a large bank was fined $10 million.
SOLUTIONS OVERVIEW 

Microsoft® Exchange Hosted Services help organizations affected by SEC 17a-4 and NASD Rules 3010 and 3110 manage their corporate messaging systems in their efforts to satisfy regulatory requirements for messaging retention and monitoring. Exchange Hosted Services are well suited for broker dealers, hedge funds, and other securities businesses regulated by the SEC and NASD. 

Microsoft Exchange Hosted Archive helps deliver security-enhanced and virtually tamper-proof archiving for e-mail and instant messages, allowing companies regulated by the SEC and NASD to store relevant e-mail communications as they strive to comply with the messaging retention requirements of those regulators.

In addition to comprehensive and security-enhanced message storage, Microsoft Exchange Hosted Archive also provides an effective backup e-mail environment and disaster recovery tool for e-mail, in the event of a primary e-mail system outage.
	LEARN MORE
microsoft.com/exchange/services
BENEFITS
•   Virtually tamper-proof archive for storing e-mail and IM off-site

•
Integrated supervision and monitoring tools for mandated e-mail review

•
Single, unified interface for accessing and reviewing e-mail and IM

•
Security-enhanced Web-based access for record search, retrieval, recovery, and export

•
Fully indexed archive allows message and attachment searching

•
Evidentiary reports to help demonstrate compliance

•   Hosted service convenience for low total cost of ownership (TCO)

•
Helps minimize capital investment in hardware or software
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Microsoft Exchange Hosted Archive Flow Diagram

SEC AND NASD REQUIREMENTS ON MESSAGING

Some of the records th0061t must be retained by brokers and dealers must be preserved for at least six years, the first two years “in an easily accessible place”; while other records must be retained for at least three years, the first two years “in an easily accessible place.” Examples of the types of records that must be retained for at least three years are the originals of all communications that pertain to the business of the broker or dealer, including memos, e-mail messages, and other correspondence; financial statements; internal audit working papers; all written agreements; and a variety of other information. All information related to the opening or maintenance of a customer account must be kept for at least six years.

ABOUT MICROSOFT EXCHANGE HOSTED SERVICES

Microsoft Exchange Hosted Services offer a cost-effective way for enterprises to actively ensure the security and availability of their messaging environment, while instilling confidence that their messaging processes satisfy internal policy and regulatory compliance requirements. A seamless extension of Microsoft Exchange that operates over the Internet as a service, the complete line of services includes hosted filtering for spam and virus protection; hosted archiving to satisfy compliance requirements and internal policies; hosted encryption to preserve e-mail confidentiality; and, hosted continuity for ongoing access to e-mail during and after disasters. Microsoft Exchange Hosted Services provide value to corporate customers by eliminating upfront capital investment, freeing up IT resources, and removing incoming e-mail threats before they reach the corporate firewall. For more information, visit http://www.microsoft.com/exchange/services
	HOSTED SERVICES BENEFITS
• 
Lower TCO than on-premise solutions

• 
Predictable subscription-based payment

• 
Simplifies IT environment by minimizing the need to deploy, configure, monitor, and update in-house e-mail security servers and applications 

• 
Scales to meet the needs of virtually any enterprise 
ANALYST PERSPECTIVE
“Security, compliance, and business continuity requirements in industries such as healthcare and financial services are placing greater demands on the messaging infrastructure. It’s not enough to handle these challenges with a growing array of stand-alone appliances or point solutions. Managed services are a fundamentally sound method for deploying multiple, integrated services.”
Michael Osterman, 
President and Founder, 

Osterman Research 
LEARN MORE
microsoft.com/exchange/services
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