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	MICROSOFT EXCHANGE HOSTED SERVICES TO HELP MANAGE 
GRAMM-LEACH-BLILEY COMPLIANCE

	The Gramm-Leach-Bliley Act of 1999 (sometimes called the Financial Modernization Act, and usually known as GLBA) is intended to ensure protection of consumers’ private financial data, which GLB refers to as nonpublic personal information (NPI). GLBA applies to a wide range of financial institutions and other organizations that maintain NPI related to their customers. 

GLBA affects a wide range of financial institutions—including banks, credit unions, and mortgage lenders—that have access to confidential consumer data. GLBA enforcement is handled by the Federal Trade Commission. Violations can result in fines of up to $500,000 or jail terms of up to 10 years.
SOLUTIONS OVERVIEW

Microsoft Exchange Hosted Encryption provides message encryption for e-mail and e-mail attachments leaving the corporate network gateway, helping customers show adherence to GLBA privacy mandates for confidential consumer information contained in e-mail. 

Microsoft® Exchange Hosted Encryption uses Identity-Based Encryption (IBE), an advanced encryption technology that allows security-enhanced communication with anyone that has an e-mail address, with no certificates and encryption infrastructure to support and maintain.
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Microsoft Exchange Hosted Encryption Flow Diagram

GLBA MESSAGING REQUIREMENTS
The areas of greatest concern to most companies and to corporate messaging managers are the Financial Privacy Rule, which covers the collection, use, and disclosure of NPI, and the Safeguards Rule, which describes the processes companies must take to protect NPI.

•
Financial Privacy Rule – Covers the implementation of opt-out policies and privacy notices

•
The Safeguards Rule – States that companies must maintain security programs that are commensurate with their size and complexity, as well as with the sensitivity of the NPI. More specifically, the rule covers the use of technologies to prevent interception, automated enforcement of corporate policies related to message content, and general e-mail security provisions.
ABOUT MICROSOFT EXCHANGE HOSTED SERVICES

Microsoft Exchange Hosted Services offer a cost-effective way for enterprises to actively ensure the security and availability of their messaging environment, while instilling confidence that their messaging processes satisfy internal policy and regulatory compliance requirements. A seamless extension of Microsoft Exchange that operates over the Internet as a service, the complete line of services includes hosted filtering for spam and virus protection; hosted archiving to satisfy compliance requirements and internal policies; hosted encryption to preserve e-mail confidentiality; and, hosted continuity for ongoing access to e-mail during and after disasters. Microsoft Exchange Hosted Services provide value to corporate customers by eliminating upfront capital investment, freeing up IT resources, and removing incoming e-mail threats before they reach the corporate firewall. For more information, visit http://www.microsoft.com/exchange
	SIGN UP TODAY

microsoft.com/exchange/services

BENEFITS
· Send encrypted messages to any e-mail address

· No expensive encryption infrastructure to install and support
HOSTED SERVICE BENEFITS
• 
Lower total cost of ownership than on-premise solutions

• 
Predictable subscription-based payment

• 
Simplifies IT environment by minimizing the need to deploy, configure, monitor, and update in-house e-mail security servers and applications 

• 
Scales to meet the needs of virtually any enterprise 
ANALYST PERSPECTIVE

“Security, compliance, and business continuity requirements in industries such as healthcare and financial services are placing greater demands on the messaging infrastructure. It’s not enough to handle these challenges with a growing array of stand-alone appliances or point solutions. Managed services are a fundamentally sound method for deploying multiple, integrated services.”
Michael Osterman, 
President and Founder, 

Osterman Research
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